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Total No. of Questions : 12]

[Total No. of Pages :2

[4761]-404
S.Y.M.C.A-(Faculty of Engineering)

  Information Systems Audit
(2013 Pattern) (Elective - I)

Time : 3 Hours] [Max. Marks : 50
Instructions to the candidates:

1) Answers to the two sections should be written in Single answer book.
2) Neat diagrams must be drawn wherever necessary.
3) Figures to the right indicate full marks.
4) Assume suitable data if necessary.

P3397

SECTION -I

Q1) Describe the Standards used for IS Audit. Explain the standards related
with evidence. [8]

OR

Q2) Describe various steps involved in IS audit. Draw required flowchart. [8]

Q3) Explain concept of Digital signature? How are digital signatures used to
send signed, secrete message with example. How can one achieve
confidentiality, integrity and non repudiation? [8]

OR

Q4) Write short note on any 2 of the following. [8]

a) Operating System controls

b) Firewall controls

c) Network controls

Q5) a) What role is played by IS Auditor in Software Project Management?[5]

b) Explain different types of testing used by IS Auditor with example.[4]

SEAT No. :

P.T.O.
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OR

Q6) What is advantage of involving the IS Auditor in software Development
from start of project? What constraints does it put on Auditor when he is
asked to audit the same system in whose design he was involved from
beginning? [9]

SECTION - II

Q7) What could be the best evidence from Auditors point of view of business
Continuity Plan of a bank? Justify your answer. [8]

OR

Q8) a) Explain the various validation controls at field, file and batch level
with example. [4]

b) What is control? What are the control objectives? [4]

Q9) a) Why we need to have amendments in old Human Resource Policy
when an organization implements IT Systems like ERP across entire
organization ? Which amendments are required in your opinion? [4]

b) Prepare Virus policy for your company as it does not have one. How
will you implement it? [4]

OR

Q10)What help you will get as an IS Auditor with an organizational hierarchy
chart & chart showing responsibilities of various posts in an organization ?
Justify your answer. [8]

Q11)a) What is a Holistic Approach in COBIT 5? [4]

b) Discuss COBIT 5 Enterprise Enablers. [5]
OR

Q12)Explain how a bank which has implemented Core Banking System can
implement COBIT 5 frame work. Prepare a sample RACI chart for key
internal staff members. [9]
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