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Diploma in Cyber Law

101 : BASIC AND REGULATORY FRAMEWORK OF
CYBER WORLD

(Theory) (Paper - I1)

Time: 3Hoursg| [Max. Marks: 100
I nstructions to the candidates:
1) Question No. 9 is compulsory. It carries 20 marks.

2) Out of the remaining questions, answer any five questions and each such
guestion carries 16 marks.

Q1) Whatislnternet censorship? Explain the Role of Government regulating it.
02) Explain Encryption Techniques & types of encryption.
03) Explainoutlineof legal and regulatory frame work of telecommunication.

04) Explainsignificanceof computer system and structural overview of Computer
system.

05) ExplaintheInternet service provider and Host naming.

06) What iscomputer networking. Explain communication techniques.

Q7) Explain the liability as of the Internet Service Provider as per Information
Technology Act, 2000.

08) Explaindataorganization and datamanagement.
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Q9) Short notes - any four :

a)
b)
c)
d)

€)
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Domain

RSA algorithms

Framework of telecommunication
Ethics and etiquettes in Cyber-Space
Web service & Browsers
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Diploma in Cyber Laws
102 : E-COMMERCE (Paper - 1)

(2017 Pattern)

Time: 3Hoursg| [Max. Marks: 100
I nstructions to the candidates:

1) Attempt any Five questions.

2) All questions carries equal marks i.e. 20 Marks.

Q1) Explain the new changes resulted in the commerce due to the progression of
Internet such as Online Business Set Up, Website and their relevant laws.

Q2) What isonline Contracts? What are the relevant laws dealing with the Online
Contracts and the different kinds of online contracts?

Q3) Consumer Protectionin cyber world isthe biggest challengein thetechnol ogi-
cal era. Explain the various issues relating to it such as cyber squatting or
cyber pirates etc.

Q4) State the relevant provisions regarding the maintenance and proving of elec-
tronic records in the context of Data Protection and its principles, Electronic
Records Retention etc.

Q5) Mentiontherelevant provisionsrelating to | nternet Advertising and other regu-
latory mechanismrelatingtoit.

Q6) Writein detail the different provisionsrelating to taxation issues, eligibility or
criterions of tax payments etc.
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Q7) Elucidatetherelevant provisionsand challengesrelating to the virtual banking
and its operation.

Q8) Write short notes on : (Any Two)
a Mechanism of transactions of payment of electronic funds
b) International Control and Transnational DataFlow

c) Réiability of electronic records and types of evidences
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Diploma Course in Cyber Laws
103 : INFORMATION TECHNOLOGY ACT, 2000
(2017 Pattern) (Paper-III)

Time : 3 Hours] [Max. Marks : 100
Instructions to the candidates:
1) Each qauestion carries 20 marks.

2)  Answer any five questions.

Q1) Explain the liability of network service providers under the Information
Technology Act, 2000.

02) Explain the term E-governance. Discuss the provisions relating to authentication
and legal recognition of E-governance.

03) Write notes on types of Computer Fraud.

04) Discuss legal recognition and securing of electronic records.

05) Discuss the provisions relating to the digital signature certificate under the
Information Technology Act, 2000.

06) Discuss the powers and functions of the controller of Certifying Authorities
under the Information Technology Act, 2000.

PTO.



0Q7) Discuss the offences and penalties under the Information Technology Act,
2000.

08) Write notes on (any two):
a) Domain Name Dispute
b) Web Catching
c) Pornography on the Internet

d) The issue of jurisdiction in cyber crimes

Q000
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Diploma in Cyber Law

104 : INTELLECTUAL PROPERTY RIGHTSIN THE
CYBER WORLD (Paper - 1V)

Time: 3Hoursg| [Max. Marks: 100
I nstructions to the candidates:

1) Question No 9 is compulsory. It carries 20 marks.

2) Answer any five out of the remaining. Each question carries 16 marks.

Q1) What is the process of obtaining patent to designs and protection of
semiconductor chips under the Patents Act, 19707

02) Cyber copyrights can be violated through data file sharing in peer to peer
network. - Comment.

03) Enumerate the provisions of under the Trade Marks Act 1999 relating to
Online Trade Marks.

Q4) Discuss the relevance of TRIPS Agreement for protection of IPR in Cyber
world.

05) Discuss ICANN Policies & Reforms.

06) What are measures taken under the Semi-Conductor Integrated circuits
Layout Designs Act, 2000 for protection of Internal Hardware Components?

PT.O.



Q7) Examine the Rights of Performers & Digital Broadcasters in the cyber
world with reference to relevant statutes.

08) Explain in detail the provisions of the Designs Act for protection of
Industrial Designs created with the use of Cyber Technology.

Q9) Write notes on any two :
a) Washington Treaty 1989.
b)  Use of Trade Marks as mega Tags.
c) Business method Patents & Software Patents.

d) Cyber Squatting
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