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[6520]-1001
First Year M.Sc.
CYBER SECURITY
MCS-501-MJ : Malware Analysis - |1
(2024 Pattern) (Semester - |)

Time: 3Hoursg| [Max. Marks: 70
I nstructions to the candidates :

1) All questionsarecompulsory.
2) Figurestotheright sideindicate full marks.

Q1) Solve any Six of the following : [6%x2=12]
ad Define Advanced Sandboxing.
b) DefineAnti-Debugging technique.
c) WhatisCryptanalysis?
d) Define Function Reconstruction.
e) Define Static Featuresin malware classification.
f)  Define Threat Feeds.
g) WhatisInformation Sharing Platform?
Q2) Attempt any Four of the following : [4x3=12]
d WhatisBehaviora analysisin malware detection.
b) OutlineAnti-Analysistechniquesused by malware.
c) Describe Code Deobfuscation techniques.
d) Mention MachineLearning limitationsin Maware detection.

€) DescribeinDetail Roleof Threat Intelligencein malwareanalysis,
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Q3) Attempt any Three of the following : [3x4=12]

a)
b)
C)
d)

What are Runtime hooking techniques.
Explainin Brief Control Flow Graph representation.
Describe Analyzing encrypted malware.

What is Proactive Threat Hunting.

Q4) Attempt any Three of the following : [3x 4=12]

a)
b)
c)
d)

How Memory Analysisintegration isdonewith dynamic analysis.
What are Different Malware unpacking techniques.
List out Incorporating threat indicators.

How Collaborativeinvestigation is done through JACs.

Q5) Attempt thefollowing :
a Attempt any TWO of thefollowing. [2x5=10]
)  GiveDifference between Static vs Dynamic feature extraction.
i)  What are the Debugging techniques used in reverse engineering.
i)  Explainindetail Incident Response workflow in maware outbreaks.
b) Attempt any ONE of thefollowing. [1x2=2]
)  DefineMaware Classification with Examples.
i)  What is Indicator of Compromise (10C).
Q6) Write a short note. (Any Two) : [2x5=10]
ad AnalyzeBehaviora detection approaches.
b) ExplainLeveraging OSINT for cyber threat investigations.

c) Anayze Command and Control communication patterns.
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[6520]-1002
First Year M.Sc.
CYBER SECURITY
MCS-502-M J: Intrusion Detection and Prevention System
(2024 Pattern) (CBCS) (NEP) (Semester - 1)

Time: 3Hoursg| [Max. Marks: 70
I nstructions to the candidates :

1) Q.liscompulsory.
2) Attemptany FIVE questionsfrom Q.2t0 Q.7
3) Figurestotherightindicate full marks.

Q1) Attempt any FIVE of following : [5x 2=10]
ad Define False Positives and False Negativesin the context of IDS.
b) What is Deep Packet Inspection (DPI)?
c) Statethe purpose of aHoney Pot in an intrusion detection environment.
d) DefineBehavior-based Detection.
e) What istherole of aManagement Consolein adistributed IDS?
f)  Define Promiscuous Modein Network Intrusion Detection.
g) Whatisthesignificanceof Log Normalizationin SIEM?
Q2) Attempt thefollowing : [12]

a Explaintheworking of Heuristic-based Detection with suitable examples.
[4]

b) Discusstheimpact of Network Segmentation on IDS/IPS effectiveness.
[3]

c) ExplaintheSIEM DataLifecyclefrom collectiontoarchival. [9]
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Q3) Attempt thefollowing : [12]

a) Differentiate between In-line (IPS) vs. Passive (IDS) deployment modes.
[4]

b) Explain Rootkit Detection as a specialized function of HIDS. [3]

c) Discuss Thresholding and Throttle mechanisms used to prevent alert
fatigue. [5]

Q4) Attempt thefollowing : [12]
d Analyze the process of Signature Policy Development for a new
zero-day vulnerability. [4]

b) Illustrate the Components of a HIDS (Host-based IDS) with a neat
diagram. [3]

c) Compare Centralized vs. Decentralized IDS sensor management.  [5]

Q5) Attempt thefollowing : [12]
ad Discussthe chalenges of Traffic Fragmentation as an evasion tactic. [4]

b) Evauatetheroleof Threat Intelligence Feedsin modern IPS. [3]

c) Explain the Resource Consumption limitations of performing DPI on
high- speed links. [9]

Q6) Attempt thefollowing : [12]

ad DescribeRule-based Correlation vs. Algorithmic Correlationin SIEM.[4]
b) Detail thedeployment of IDSinaCloud/Virtualization environment. [3]
c) Explain how User and Entity Behavior Analytics (UEBA) enhances

traditiona IDS. [9]

Q7) Attempt thefollowing : [12]
ad Describe the Maintenance Lifecycle of an IDS (Tuning, Patching, and
Testing). [4]

b) Explain Protocol Anomaly detection specifically for the HTTP/HTTPS
protocol. [3]

c) DiscussTraffic Rate Limiting and Shunning as active responsetechniques

in IPS. [5]
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[6520]-1003

F.Y. M.Sc. (Cyber Security)
MCS503-MJ : DIGITAL IMAGE PROCESSING
(2024 Pattern)(Semester - |)

Time: 2Hoursg| [Max. Marks: 35
I nstructions to the candidates:

1) Question No. 1 is compulsory.

2) Solve any Three questions from Q.2 to Q.5.

Q1) Attempt any FIVE of thefollowing : [5x1=05]
a) Definedigital image.
b) Whatisimageacquisition?
c) Definehistogram equalization.
d) What isFourier Transform?
e) Definelossless compression.
f)  What isfeature extraction?
g) Definedilation operation.
Q2) Attempt thefollowing: [4+ 4+ 2=10]
a) Explainthefundamentalsof image processing.
b) Describe image representation techniques and histogram concept.
c) Definedegradation model.
Q3) Attempt thefollowing: [4+ 4+ 2=10]
a  Explain Run-Length Encoding with suitable example.

b) Describethresholding techniquesinimage segmentation.
c) Definetemplate matching.
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Q4) Attempt thefollowing: [4+ 4+ 2=10]
a) Explaingpatial filtering methodsfor noiseremoval.
b) Describe machinelearning approachesinimage classification.
c) Defineerosion operation.

Q5) Attempt thefollowing: [5+5=10]
a Explaintransform coding and JPEG compression.

b) Describe multispectral and hyperspectral imaging with applications.
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[6520]-1004
F.Y.M.Sc. (Cyber Security)

SEAT No. :
[Total No. of Pages : 2

MCS-510-MJ: DIGITAL PAYMENTS & ITS SECURITY

(2024 NEP Pattern) (Semester-I)

Time : 2 Hours]
Instructions to the candidates:

1)

Question No. 1 is compulsory.

2) Solve any Three questions from Q.2 to Q.5.

3)

Question 2 to 5 carry equal marks.

Q1) Attempt any Five of the following:

a)

b)

c)

d)

Define online banking.

What is QR code payment?

Define Peer-to-Peer (P2P) payment system.
What is Two-Factor Authentication (2FA)?
Define PCI DSS.

What is behavioral analytics?

02) Attempt the following:

a)

b)

c)

Explain types of digital payment systems.

Describe benefits and challenges of digital payments.

Define cross-border transaction compliance.

[Max. Marks : 35

[Sx1=5]

[10]

[4]

[4]

(2]

PT.O.



03) Attempt the following:
a)  Explain behavioral analytics in fraud prevention.
b) Describe role of digital identity in fraud mitigation.

c) Define payment fraud detection.

04) Attempt the following:

a) Explain blockchain technology in digital payments.

b) Describe smart devices and wearable technologies in payments.

c) Define CBDC.

05) Attempt any TWO of the following:
a) Explain accessibility and inclusion in digital payments.
b) Describe cross-border payments and global interoperability.

c¢) Explain user-centric design in digital payment applications.
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[6520]-1005
F.Y.M.Sc. (Cyber Security)

MCS512-MJ: WIRELESSSECURITY
(NEP 2024 Pattern) (Semester-1)

Time: 2Hours] [Max. Marks: 35
I nstructions to the candidates:

1) Question No. 1is compulsory.

2) Solveany Three questions from Q.2 to Q.5.

3) Question 2to 5 carry equal marks.

Q1) Attempt any Fiveof thefollowing: [5%1=5]
a What isencryption inwirelesscommunication?
b)  Expand WEP
c) DefineWIDS.
d) Whatisjamming attack?
€e) What issecure Wi-Fi connectivity?

f)  Mention any one of the 0T security risk.

Q2) Attempt thefollowing: [10]
a) Explaintheneed for wireless security measures. [4]
b) Describe MAC filtering and access control mechanisms. [4]
c) Writetwo advantagesof BY OD policy implementation. [2]
Q3) Attempt thefollowing: [10]
a  Explain WPA2 security mechanisms. [4]
b) Discusswireless honeypots and their use in threat detection. [4]
c) Statetwo stepsin periodic Wi-Fi security audits. [2]
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Q4) Attempt thefollowing:
a) Explaintherole of wireless security protocols.
b) Discussintegration of 10T with wireless access control.

c) Writetwo benefits of Al-based wirelessthreat detection.

Q5)Attempt any TWO of the following:

a Explain WPA vs WPA2 vs WPA3 evolution and improvements.

b) Discuss security implications of Wi-Fi 6 and 5G together.
c) Explain802.1X enterpriseauthentication.
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[6520]-1006
First Year M.Sc. (Cyber Security)

MCS-514-MJ : ITACT. 2000 IN CYBER SPACE
(2024 NEP Pattern) (Semester - I)

Time : 2 Hours] [Max. Marks : 35
Instructions to the candidates:

1)  Question No. 1 is compulsory.

2) Solve any Three questions from Q.2 to Q.5.

3) Questions 2 to 5 carry equal marks.

Q1) Attempt any Five of the following. [5x1=5]
a)  When was the IT Act enacted?
b) Define electronic contract.
c) Define intermediary under IT Act.
d) Whatis adjudication in cyber law?
e) What is data breach?

f)  Mention any one contemporary legal challenge in cyber law.

02) Attempt the following. [10]
a) Explain scope of the IT Act 2000. [4]
b) Describe unauthorized copying and data theft offenses. [4]
c) State any two procedures used in cybercrime investigation. [2]
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03) Attempt the following.

a) Explainlegality of electronic contracts.

b) Discuss balancing freedom and regulation for intermediaries.

[10]
[4]
[4]

c) Mention two requirements of consent and notice in data protection. [2]

04) Attempt the following.
a) Explain objectives of the IT Act.
b) Discuss functions of cyber appellate mechanisms.

c) State any two future challenges in cyberspace regulation.

05) Attempt any Two of the following.

a) Explain digital signatures and their legal recognition.

b) Discuss international cyber law cooperation and challenges.

c) Discuss landmark judicial precedents in cyber law.

VOOVW
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[6520]-1007

First Year M.Sc. (Cyber Security)
MCS-531-RM: RESEARCH METHODOLOGY
(NEP 2024 Patter n) (Semester - 1)

Time: 3Hourg] [Max. Marks: 70
I nstructions to the candidates:

1) All questions are compulsory.

2) Figuresto theright indicate full marks.

Q1) Solveany Six of thefollowing. [6%2=12]
a) Definetheterm ‘Research’.
b) List two primary objectives of conducting research.

c) What isthe main difference between Research Methods and Research
Methodol ogy?

d) Define‘Plagiarism’.
€e) Nametwo software tools used for identifying predatory publications.
f)  What isthe meaning of ‘ Conflict of Interest’ in publication ethics?

g) Define‘Research Integrity’.

Q2) Attempt any Four of the following. [4%3=12]

ad Explainthesignificance of research in modern society.

b) Describe three essential characteristics of a good researcher.
c) Briefly explain the ‘Ex Post Facto’ research design.
d) What are the aims of sampling in aresearch study?

e) Distinguish between a Research Proposal and a Research Paper.
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Q3) Attempt any Three of the following. [3%x4=12]
d Explainthenecessity of defining aresearch problem clearly.

b) Briefly describe‘ Action Research’ with an example.
c) Whatis‘Self-Archiving inthe context of SHERPA/ROMEQO?
d) Explaintheroleof Google Scholar inliteraturereview.

Q4) Attempt any Three of thefollowing. [3x4=12]
a) Differentiate between Probability and Non-Probability sampling methods.
b) Explainthe‘Case Study’ method of data collection.
c) Describethe layout of a standard Research Report.

d) Discuss the ethical guidelines provided by COPE(Committee on
Publication Ethics)

Q5) Attempt thefollowing:
a Attempt any Two of thefollowing. [2x5=10]
i)  Elaborate onthe different typesof Plagiarism with examples.

i)  Explain the stepsinvolved in the Research Process.

i)  Discussthe various of Research Designs (Exploratory, Descriptive
and Diagnostic).

b) Attempt any One of thefollowing. [1x2=2]
)  What isthe purpose of an ‘Oral Presentation’ in research?
i) Define*SimpleRegressionAnalysis'.

Q6) Write ashort note. Any two. [2x5=10]
ad Explain the techniques of data processing (Editing, Coding and
Tabulation).

b) Discuss the importance and sources of Literature Review.
c) Explanthemeasuresof Centra Tendency andtheir applicationin research.
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